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CCPA Disclosure for California Residents

The following disclosure is for California residents (“Consumer”) on behalf of the Ally Financial Inc. group of
companies (“Ally”). The terms “we,” “our,” and “us” in this policy (“Policy”) refer to Ally and its family of companies.

Overview

Ally is committed to your privacy. This disclosure supplements the information contained in our online and
consumer privacy notices. The Policy covers information subject to the California Consumer Privacy Act and its
implementing regulations (“CCPA”) that identifies, relates to, describes, references, is capable of being
associated with, or could reasonably be linked, directly or indirectly, with a particular

of Personal Information

Categories of Personal Information
We collect, have collected, used, and disclosed, the following categories of Personal Information in the past
twelve months:

o |dentifiers such as full name, alias, postal address, unique personal identifier, online identifier, Internet
Protocol address, email address, ntif
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e To help maintain the safety, security, and integrity of our business websites, products and services,
databases, and other technology assets;

e For testing, research, analysis, and product development, including to develop and improve our websites,
products, and services;

e To respond to law enforcement requests and as required by applicable law, court order, governmental
regulations, or to align with supervisory expectations;

e For auditing related to counting ad impressions to unique visitors, verifying positioning and quality of ad
impressions, and auditing compliance with the CCPA and other standards; or
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Verifiable Consumer Request

You, or a person whom you authorize on your behalf may only make a verifiable consumer request related to your

Personal Information twice within a twelve-month period.

For a verifiable consumer request, you must be able to:
e Describe your request with sufficient detail to allow us to properly understand, evaluate, and respond; and
e Provide sufficient information to allow us to reasonably verify you are the California resident about whom
we collected Personal Information or an authorized representative of such resident. The information you
provide must include:
0 Confirmation of California residency;
o Full name;
o0 Address; and
o Email address.
e For requests made by an authorized representative, we may require proof of authorization and verification
of identity directly from the person for whom the request is made.

If we have difficulty verifying your identity, we may request additional information necessary to authenticate you,
such as a phone number or a list of current products or services you may have with Ally. We will only use the
personally identifiable information you provide to make a request to verify your identity or identity of the individual
on whose behalf you are making the request.

For requests to correct, we will make an effort to verify the Consumer based on personal information that is not
the subject of the request to correct.

We cannot respond to your request or provide you with information you have requested if we cannot verify your
identity. Submitting a verifiable consumer request does not require you to create an account with us.

Response Time and Method

We will work to process verifiable consumer requests within 45 days of receipt pursuant to the CCPA. If we need
additional time for up to an additional 45 days in order to process your verifiable request, we will provide you with
an explanation for the delay.

We will deliver our written response by mail or electronically (provided we can do so securely) A written response

will be provided by mail if we are unable to respond electronically. The response we provide will also explain the
reasons we cannot comply with a request, if applicable.

We will not provide Personal or Sensitive Personal Information to you or your authorized agent such as a Social
Security number or any other specific pieces of Personal |
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Questions or Comments

If you have questions or comments regarding
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